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I would like to begin my brief presentation with a word of thanks to RUSI for having invited me to participate in this program of distinguished speakers on the specific issue of Europe’s Energy Challenge: Security Supply.   As always, I would like to offer the disclaimer that I neither speak on behalf of NATO nor have I ever been employed by the organization.  I have and continue to provide analysis and opinion to various NATO bodies on an invited basis at the behest of the Alliance.  My comments and views are therefore mine and my alone.  

Having said this, the issue I’ve been specifically asked to address is what the North Atlantic Treaty Organization is doing, can do or perhaps should do in addressing the issue of energy security to European nations, in a larger sense to the Atlantic Alliance, and in the largest sense to the world as a whole.  As the modern world’s most effective and successful collective security organization, the world itself is increasingly looking to NATO to help solve its problems be they peace-keeping in the Balkans, emergency relief efforts in Pakistan, or for military operations in Afghanistan.  NATO in transition is a constant refrain found in both NATO literature and in international analyses of the Alliance’s emerging agenda. 

Let it be said that NATO is not looking for new members.  On the contrary, NATO’s newest members from across CEE have sought membership in the organization for fully and well defined national security reasons and not as a result of compulsion by either NATO’s European or North Atlantic Partners.  New members sometimes bring with them new security concerns and NATO as a consensus driven organization decides which of these concerns to address collectively.    

Second, NATO as an organization is not seeking new tasks to undertake.  This is not an organization looking for things to do or problems to solve.  This is a strong Alliance of democratic nations that are often presented fait accompli with international fires to put out and with an expectation to do so.  

The problem, and there is a problem, is in defining what fires it should or can put out.  

The challenge, and there is a challenge, is in whittling down this long list of international crises to a workable list of issues that the organization can effectively deal with.   

The opportunity, and there is an opportunity, is to refocus NATO’s key mission and mandate to first and foremost address those security concerns of immediate importance to its Members and Partners.  This does not require reinventing the  wheel or identifying new crises to address.  It only requires reviewing NATO’s own history and  mandate in view of new and emerging security threats to the Alliance.  I believe that energy and energy systems are a core component of the proper maintenance of Alliance Members’ economic, civil, and social stability.  As we’ve seen in Iraq you cannot have stability without security and our security rests on our ability to maintain the peace by allowing our citizens to prosper.  

If the lights go out, if power is shut down, if gasoline is no longer available every person from Varna, Bulgaria to Erzum, Turkey to Palermo, Italy knows or will soon come to realize that life as they know it is in turmoil.  Therefore what is more basic, what is more reasonable, what is more central to the continued and unimpeded of functioning of the established democracies of the Alliance than energy?  You needn’t go in search of alternatives because there aren’t any.  

In short, energy security is an issue with broad implications for literally every nation on the planet regardless of whether they are a net energy producer or consumer of liquid hydrocarbons and regardless of whether they are a member of the Atlantic Alliance or not.     

Within a NATO context it has to be admitted that even posing the question as to whether NATO has a collective security role to play in Alliance energy security raises the ire of some nations who hold that energy and the security of energy supply belongs exclusively to the national security domain.   Those who hold to this premise as true are mistaken both from the point of view of NATO’s history and in view of the realities inherent in the global energy supply chain.   

From a historic perspective, resource conflicts have always been with us as a prominent feature of war since the inter-imperial 16th, 17, 18, and 19th, centuries or so maintains Michael Klare a US specialist in resource conflict.  And conflicts regarding the control over resources and their value are a prominent feature of current inter- and-intra state conflict.  Iraq’s 1991 invasion of Kuwait, conflict over oil resources in Southern Sudan, constant violence and destruction between indigenous groups and IOCs in the Niger Delta are all featured examples of these conflicts.  Terrorists in Iraq and Saudi Arabia have specifically targeted critical energy infrastructure as a way of crippling the West’s access to vital resources in an attempt to wreck economic havoc on Western economies.  The fact is that we are already in a period of low-intensity conflict over access to global energy resources.  The fact is that over time these conflicts will deepen driven by the global growth in population which seeks access to limited resources, intensified by unsustainable global energy consumption patterns, and the positive but demanding challenges of globalization itself.  In response the global search for oil and gas takes producers to some of the least developed and most remote corners of the world.  The so called natural resource curse is not a myth but a manifestation of the improper management of the wealth and benefit that resource extraction can bring.  This is NATO’s fait accompli.  This is the world the Alliance, like it or not, is faced with and hence this is the challenge however broad or narrow either the Alliance collectively or Members individually face.   

From a policy standpoint, the importance of energy and resource availability has been addressed by NATO over the past 10 years.  Since 1997 the NATO’s Defence Economics Division has consistently addressed energy questions within an Alliance context.  

At the 1999 Washington Summit NATO’s Strategic Concept was updated.  Article 24 of the NSC reads, “Any armed attack on the territory of the Allies, from whatever direction, would be covered by Articles 5 and 6 of the Washington Treaty. However, Alliance security must also take account the global context. Alliance security interests can be affected by other risks of a wider nature, including acts of terrorism, sabotage and organised crime, and by the disruption of the flow of vital resources.”  

The NATO Science Programme has historically placed a high value on energy and environmental issues covering topics as diverse as nuclear plant safety to counter-terrorism and the modelling critical energy infrastructure protection.  This same program funded the NATO Forum on Energy Security which took place in Prague in February 2006 and involved 150 experts from over 32 countries on the myriad technological, scientific, and policy aspects of energy security.  In November 2006 the Alliance Heads of State and Government issued as part of the Riga Summit Declaration  paragraph 46 which reads, “As underscored in NATO’s Strategic Concept, Alliance security interests can also be affected by the disruption of the flow of vital resources.  We support a coordinated, international effort to assess risks to energy infrastructures and to promote energy infrastructure security.  With this in mind, we direct the Council in Permanent Session to consult on the most immediate risks in the field of energy security, in order to define those areas where NATO may add value to safeguard the security interests of the Allies and, upon request, assist national and international efforts.”

In follow up to Riga and at the behest of the NAC, in February 2007 NATO International Staff- with leadership provided by the Private Office-began to meet within the framework of an Energy Task Force.  The Task Force’s objective is to assess risks to critical energy infrastructure as a step forwards towards promoting critical energy infrastructure protection.  And it is on the protection of critical infrastructure (or CIP) where today NATO’s emphasis lies.  

There are compelling reasons why CIP is of trans-national concern.  First, energy networks are a system of systems upon which other critically interdependent systems depend.  As has been already argued, it is hard to ignore that the uninterrupted functioning of these systems is not critical to the stability of modern civil society.  

Second, energy flow is trans-national and if the EU is successful in its unbundling of production, from transmission to distribution energy markets will intensify their connectivity.  On the one hand this should enhance European energy security by enhancing resilency through multiplying system inter-connectors, but on the other hand it underscores the very interconnected nature of energy and power supply itself.  As we experienced in January 2006 in the disruption of the flow of natural gas through the Ukraine from the Russian Federation, breaches-intentional or otherwise-upstream can have cascading downstream effects.  It is worth noting that the Russians themselves have identified, critical energy infrastructure protection, as the only energy issue they are willing to discuss within a NATO context.  NATO should bring this issue to the table with the Russians within the framework of the NRC and proceed in enhancing trans-national cooperation in CIP.  

Third, defence and security institutions in every Alliance Member state are already integrated into national civil emergency planning and response strategies in the event of an energy-related catastrophe.  Within a NATO context, the Senior Civil Emergency Planning Committee has directed the Industrial Planning Committee, charged with examining electricity-gas-and ultimately oil related critical infrastructure to report to it on how to respond to an energy emergency.  The IPC is presently constructing RRT of energy professionals that can be mustered in the event of an emergency and sent out to the breach site of a debilitation in physical infrastructure or can provide expertise and advice in the event of a successful IT intrusion controlling operational or energy transport/transmission facilities.  

So NATO  already has some unique capabilities that are destined to respond to an energy emergency.  But NATO’s enduring strength has been in preventing conflict from occurring in the first place.  Whether it be within a NATO-EAPC framework or as suggested earlier within the NRC, NATO could use its well demonstrated capability to provide a secure venue wherein energy conflict or potential conflicts with projected Alliance or ex-Alliance security implications could be addressed thereby preventing the escalation of even rather simple yet contentious energy security disagreements from devolving into outright conflict.  A reasonable question to ask is why shouldn’t these issues be dealt with by the IEA or the EU? One observation is that it is only NATO that includes both Ukraine and Russia as clearly established partners with clearly established rules of engagement.  Secondly, NATO has the authority and a proven track record of keeping the peace.  Third, there is no compelling reason, other than a lack of history, which would prevent inter-organizational coordination of dispute resolution on energy issues where these organizations, and perhaps others such as the Energy Charter Secretariat which have demonstrated in-house expertise on energy matters, could collaborate.   NATO should in my opinion be at the table but need not necessarily lead on the issue.  

While highly unlikely in the present political environment the Energy Task Force could also oversee coordinated scenario planning for conflict forecasting and in developing mitigation strategies as potential response mechanisms to probable global energy emergencies that would impact on both Alliance and Partner nations.  Again, this could be carried out in consultation with other organizations in order to provide a coordinated, low impact response to any series of high impact events.   This implies of course significant development of a NATO-wide critical energy infrastructure protection plan which must include an IEWS (international early warning system) for mitigating the downstream impact of an up or midstream debilitation and/or destruction of critical energy assets.

The entire exercise of addressing the energy security question is designed to avoid militarizing physical assets including oil and gas pipelines.  No one wants this neither government nor industry.  But without proper and thoughtful planning, without developed avoidance, mitigation, and response mechanisms at the level of Europe’s most pertinent collective security organization the nations and the Alliance itself run the risk of being dragged into a crisis for which it is ill prepared.  

NATO could also focus on the links between organized crime that derives part of its income from trafficking in stolen energy resources and terrorist organizations.  We know these links exist but we have not yet developed an institutional mechanism for addressing them conclusively.  NATO is involved in the global fight against terrorism and such a focus on energy terrorism is one of the themes that the Alliance could consider.  

Finally, what needs to be understood is that under its present mandate NATO cannot address the penultimate messy question of global supply security.  There is deviseness on this issue among Alliance Members who do not believe this is an issue that NATO should address.  One common argument in support of this position is that as a freely functioning market, the market itself will adjust for supply disruptions or that in the event of a severe oil shock that the emergency response program of the IEA can be invoked to address prolonged supply disruptions.  Let me conclude by addressing these issues separately.  First of all, oil markets are driven by state actors, in other words state owned oil companies, and not IOCs.  In fact, IOCs produce only %10 of the world’s oil and after 2030 2/3rds of the world’s oil will be concentrated in the Middle East all dominated by state-owned oil companies.  In short, oil markets are not free.  Second, global oil markets swing capacity, largely concentrated in Saudi Arabia has declined to less than 1 m b/d in 2007 down from more than 6 m b/d in 2002 so the capacity of the market to respond to a sever oil disruption is itself limited.  

On the issue of the IEA’s emergency response capacity, SPRs are a mandate for members and not necessarily adhered to by all nations.  They are largely made up of crude oil with a much smaller percentage of the reserves held in oil products such as gasoline.  For example, during the aftermath of Hurricane Katrina European IEA members made available to the US market 50 mb of gasoline.  The United States itself burns 10 m b of gasoline a day.  Therefore even without a major disruption in crude oil availability a more focused disruption in global refining capacity would cripple markets and cause civil and political turmoil.  This is the exact prescription that energy terrorists have devised in a strategy to bring down Western powers.   

In conclusion, organizationally the Alliance  may choose to ignore growing the challenges to the energy security of its very Members and Partners, in the form of CIP or on the larger issue of supply security or it may choose to plan and if necessary act decisively with its democratic partners and other institutions in the face of adversity.  The energy security challenges facing the citizens of NATO Members and Partners are formidable and should we fail to prepare, should we choose to ignore the unpleasant, and ultimately should we be incapable of reacting will only have ourselves to blame.  
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