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Information Risk

* A product of using information;

* One of a number of risks that could
prevent the business operating

properly;

* |n different proportions, can support or
stifle business opportunity.
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Information Risk Management
Balancing the Scales

Extra IT
protections/add
-itional cost and
Availability resource
Timeliness Physical
Security
Integrity
Access Rights
Risk Appetite
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Information Assurance?

Halifax apologises after mortgage details stolen

Jill Treanor
Tuesday March 27, 2007

Halifax could face action from the City watchdog
after admitting that the details of some 13,000
mortgage customers were stolen from a member
of staff last week.
The bank, part of HBOS, last night began writing to the
customers who had their details stolen after reporting the
matter to the Financial Services Authority and the police.
The data was contained in a briefcase stolen from an
employee's locked car late on Wednesday evening.
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Information Assurance?
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TJX says 45.7 million card numbers stolen
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Police are investigating a huge credit card heist affecting UK and US customers
of the cut-price fashion chain

Jdonathan Richards

TdH, the LS retailer that owns the T Maxx stores, revealed today
that 45.7 million credit and debit card nurmbers had been stolen
from its computer systems.

British and LIS police are investigating the theft, which took place
over an 18-month period, and is believed to be the biggest card
heist on record.

It affects purchases going back to December 2002, including some
made by British customers at the company's 210 UK stores, for
which details were stored on a system in YWatford.

Read the SEC filing here.

TJ¥ said that it did not know now
many British custormers had been
affected, or the extent of any fraud
arising out of the stolen
information, but that banks with
which it has contracts had
indicated that they had
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The IA Jigsaw

Secure email
encryption

Infrmation
handling
principles
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The Environment

. Global, fast moving nature of our business;

. Internal control and Governance climate
including Regulation and Legislation);

- Increasing public concern v. convenience;
. Changing nature of crime.
HSBC <>

The world’s local bank

HSBC Group Security 7



Issues for the Business

o 98% of HSBC's assets are information;

o All the environmental factors impact how we
handle and protect our information;

. We need to ensure that we don’t become
so swamped by all the rules and
regulations that we can’t do business;

. These are operational risk issues and need to
be seen in this context.
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How Do We Do It?

No “one size fits all”;
* Bridges and glue;

« Small team, |A integrated into
Processes;

o Staff Awareness.
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“Tell me and | will forget.....
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.Show me and | will
remember.....

...Involve me and | will
understand’
Confucius
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How Do We Do It?

e Senior level support;

» Get the policies right;
 Raise awareness;

* Business alignment;

« Embed IA into our processes;

« Partner with other departments.
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JA as an Enabler

“The new perspective can make a value-adding
contribution to the organisation, enhancing
competitive advantage rather than simply
defending existing systems. Information
Assurance represents a migration from a
preventative approach to an enabling
approach.”

“Information assurance - Strategic alignment and competitive
advantage” Birchall, Ezingeard, McFadzean, Howlin and Yoxall,
Henley Management College
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Any Questions ?
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